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| TLS

Transport Layer Security (TLS)
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| TLS handshake i
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Certificate authority (CA)
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| The process of CA 00 =
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Public key cerificate

(digital cerificate)

=PI !
CANE
=P

(3) 3 FICARIZME
RED




CA #A T BEHHNSD

@D vtz



| HTTPS

HTTPS
(HTTP over TLS)
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| Shadowsocks

Shadowsocks is a secure split proxy loosely based on SOCKS5.

client <---> ss-local <--[encrypted]--> ss-remote <---> target

SS-URI = "ss://" userinfo "@" hostname ":" port ["/"] ["?"plugin] ["#" tag]
userinfo = websafe-base64-encode-utf8(method ":" password)

The last / should be appended if plugin is present, but is optional if only tag is
present. For example:

ss://YmYtY2ZiOnR1c3Q@192.168.100.1:8888/
7plugin=url-encoded-plugin-argument-value
&unsupported-arguments=should-be-ignored
#Dummy+profile+name.
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| Trojan

When a trojan client connects to a server, it first performs a real TLs handshake. If the handshake
succeeds, all subsequent traffic will be protected by TLS; otherwise, the server will close the connection
immediately as any HTTPS server would. (Trojan now also supports nginx-like response to plain HTTP
requests.) Then the client sends the following structure:

S e Focoho o e L e e R e -
| hex(SHA224(password)) | CRLF | Trojan Request | CRLF | Payload |
ocmmemeeeeeemeeceaaaaas Focmmmman Homemmemeeeeaa . tommmmmea +
| 56 | X'GDOA' | Variable | X'ODOA' | Variable |
e oo Hommmmeeceaa . T ——— +
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HTTPS VS SSI
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Public key certificate VS Verifiable Credentials
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Domain Control Validated

Gandi Standard SSL CA 2
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{

"@context": [
“https://www.w3.0rg/2018/credentials/vl",
"https://www.w3.0rg/2018/credentials/examples/v1"

1.

"id": "http://example.edu/credentials/3732",

"type": ["VerifiableCredential”, "NameAndAddress"],

"issuer": "https://example.edu/issuers/14",

"holder": {

“type": "LawEnforcement",
"id": "did:example:ebfebl276el2ec21f712ebcbflc"

T

"issuanceDate": "2010-01-01T19:73:24Z",

"credentialSubject": {

"id": "did:example:ebfeblf712ebc6flc276el2ec21",
"name": "Mr John Doe",
"address": "10 Some Street, Anytown, ThisLocal, Country X"

155

"proof": {

"type": "RsaSignature2018",

"created": "2018-06-17T10:03:48Z",

"proofPurpose": "assertionMethod",

"verificationMethod": "https://example.edu/issuers/14/keys/234",
"jws": "pY9...Cky6Ed = "
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